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I. INTRODUCTION

A
LGEBRAIC attacks have received much attention in cryptographic analyzing stream and block cipher systems [1] , [6] , [18] , which try to recover the secret key by solving overdefined systems of multivariate equations. Therefore, algebraic immunity ( ), a new cryptographic property for designing Boolean functions, was proposed by Meier et al. [14] . AI of the Boolean function used in a cryptosystem should be high enough to resist algebraic attacks. The upper bound of the AI of an -variable Boolean function is [6] , [14] . Several theoretical constructions of Boolean functions with optimal have been presented in the literature [5] , [8] , [10] , [15] .
Symmetric Boolean functions are of great interest from a cryptographic point of view. An -variable symmetric Boolean function can be identified by an -bit vector, so symmetric Boolean functions have smaller hardware size than average Boolean functions. They allow the computation of values for functions with more variables than general ones. For this reason, symmetric Boolean functions have been paid particular attention.
For an odd integer , Dalai et al. showed that a Boolean function with maximum should be balanced [8] . In [13] , it was proved that the majority function and its complement are the only two trivially balanced symmetric Boolean functions with maximum . It also has been proven that the number of symmetric Boolean functions with maximum is exactly 2 [16] .
For the case where is even, the situation becomes very complex. A few classes of even-variable symmetric Boolean functions with maximum have been constructed in [3] and [15] . However, only the number and form of -variable symmetric Boolean functions with maximum AI have been solved by introducing the weight support technique [10] . This method has also been used to determine the number of -variable symmetric Boolean functions with submaximum AI [12] . In this paper, we first study the weight distribution of those -variable symmetric Boolean functions achieving maximum AI with even. We find that the set can be divided into some particular subsets according to the binary expansion of , on which the Boolean functions should be constant. Meanwhile, the values of the functions on these subsets should satisfy some strict conditions. Furthermore, we continue to prove that all the symmetric Boolean functions constructed following the aforementioned laws indeed achieve maximum AI. Thus, we construct all the even-variable symmetric Boolean functions with maximum AI. The number of these functions and their corresponding hamming weights are also obtained.
The organization of this paper is as follows. In the following section, we present some basic notations and knowledge about Boolean functions. In Section III, we obtain some necessary conditions for an even-variable symmetric Boolean function to reach maximum AI. In the next two sections, we prove that these conditions are sufficient. The main theorem of this paper is given in Section VI. Section VII concludes this paper.
II. PRELIMINARIES
Let be the -dimensional vector space over the finite field , and be its normal basis Therefore, the nonzero symmetric annihilator with degree less than always exists, which is contradictory to AI . Thus, there cannot exist more than one integer , such that and .
For Case 1, exists such that and ; there exists another constraint, namely Theorem 3.4. This theorem is the last necessary condition for even-variable symmetric Boolean functions to reach maximum AI, which considers all the triples when . , the proof is the same.
Classes 1 and 2 consist of all functions satisfying the necessary conditions to reach maximum AI. In the following sequel, we will prove that they do reach maximum AI, i.e., the necessary conditions are sufficient. (10) i.e., let be the coefficient matrix of the system. Formally, coefficient matrix is defined as follows:
IV. FUNCTIONS IN CLASS 1 HAVE MAXIMUM AI
where is a row vector of if and only if . The row vectors of are ordered by . Similarly, if , then the coefficient matrix of the system of homogeneous linear equations also has full rank. Therefore, . (12) . Then is contained in Class 1. According to Theorem 4.1, or do not have symmetric annihilators with degree less than , which is contradicted with the existence of . Therefore, does not have nonzero annihilators with degree less than .
For the case , we can consider instead. By the aforementioned same argument, we can prove that does not have nonzero annihilator with degree less than . Therefore, we have .
V. FUNCTIONS IN CLASS 2 HAVE MAXIMUM AI
In this section, we will use the same notations as in the last section, such as , , and so on. We always assume and , where . We denote ; then . We first present Lemmas 5.1, 5.2, 5.3, and 5.4. With these lemmas, we study the annihilator of Boolean functions in Class 2. In Theorem 5.1, the symmetric annihilators of Boolean functions in Class 2 are studied. In Theorem 5.2, all the annihilators of Boolean functions are studied.
The following lemma plays an important role in the proof of Lemma 5.2. 
If
, by Lemma 5.1, each system of inequalities has one and only one solution with respect to . Thus, we can conclude that there is one and only one solution of satisfying . Therefore, the coefficient of , where , equals 1. Else if , then the set is not empty. For any such , the corresponding system of inequalities with respect to has two solutions, according to Lemma 5.1. While for any other systems, either one solution or no solution exists. Therefore, the number of s satisfying , and is even. Therefore, the coefficient of equals 0. As a result, we have So (14) holds. This finishes the proof of this theorem. 
Since and which means that , then appears on the left-hand side of (16) . Remember that for any where , we have . Thus, we have for any such with , which means that all vectors on the left-hand side of (16) are row vectors of except by the definition of (12) . While for the right-hand side of (16) , notice that is contained in Class 1. Then if one element in the set (or ) satisfies , so do the other elements in the set. By the definition of (11), if one term in (or ) is a row vector of , so are the other terms. By the definition of , we can see that also has this property as for any . Then, we can turn all terms on the right-hand side of (16) All of them have the same Hamming weight , whereas all their complements have the same Hamming weight .
VII. CONCLUSION
In this paper, we give a necessary and sufficient condition for an even-variable symmetric Boolean function to reach maximum AI for the first time.
We first study the weight supports of low-degree symmetric Boolean functions and use some linear algebras to obtain some necessary conditions for an even-variable symmetric Boolean function to reach maximum AI, and then we divide the functions satisfying these conditions into two classes. Finally, we proved that functions of either class indeed have maximum AI. Thus, the problem of finding all even-variable symmetric Boolean functions with maximum AI is solved.
